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Co nas dnes ceka



Co je Matter?

* Univerzalni komunikacni standard pro lol, bez cloudu
* Open-source, licence Apache 2.0

* Konsorcium Connectivity Standards Alliance (drive Zigbee
Alliance)

* PUvodni pojmenovani: Connected Home over IP (CHIP)
« E2EE komunikace, Sifrovani AES-128-CCM

* Pouziva se vyhradné IPv6
* pfimé propojeni mezi zafizenimi =2 zadny NAT
* rozSifena podpora multicastu = objevovani zafizeni
* SLAAC, IPSec zabezpeceni komunikace
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Co je Matter? Certifikace

* spravuje CSA, splnéni standardu = nebude vendor-lock
* Device Attestation (na principu PKI)
* zafizeni je pravé, pochazi od daného vyrobce, proslo testy

* Certifikaty DAC+PIA
* DAC (Device Attestation Certificate) _— nahrnozujroby
* PAl (Product Attestation Intermediate)

* PAA (Product Attestation Authority) \ PAI drzi wrobce,

podepisuje PAA

* (DCL) Distributed Compliance Ledger
* UloZzené vSechny PAA, drzi CSA
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Parovani zarizeni a nasledna komunikace

Matter controller Zarizeni Matter controller Zarizeni

Sifrovana relace na

BLE oznameni
zakladé PassCode

\ 4

o ., navazani CASE spojeni
navazani PASE spojeni

zadost o DAC cert. Fidici prikazy

| budovani davéry poskytnuti DAC cert.
mezi zafizenimi

instalace NOC cert.

v

konfigurace sité PASE (Password Authenticated Session Establishment)

: NOC (Node Operational Credential)
uzavieni PASE spojenl' CASE (Certificated Authenticated Session Establishment)
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Co potrebujeme pro Matter?

* Matter controller/hub
* Fyzickeé zarizeni:
* Apple TV, Apple Home Pod, Google Home, Amazon Echo Dot, ...

* Softwarova implementace:
* https://github.com/matter-js/python-matter-server (archived 06/2026)
* https://github.com/matter-js/matterjs-server

* Parovani, nastaveni, ovladani, sprava zarizeni

* Nezavislost na vyrobci zarizeni

ax Mmatter
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Co jeste potrebujeme?

* Mobil se zapnutym Bluetooth
* QR kod ze zarizeni nebo Ciselny kéd
* Aplikaci Matter controlleru/hubu

Staci vyfotit...
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QR kod podrobneji

* Vlastni base38 kodovani s omezenou zhakovou sadou

(MT GE.016P614GEOP4C910 I:> mm Nas QR kod

Version
Vendor ID 16 3-18 5245
, : Product ID 16 19-34 1412

# snap install chip-tool

# chip-tool payload parse-setup- Custom Flow 2 35-36 0

payload XXXX Discovery Caps 8 37-44 0x02
Discriminator 12 45-56 740
Passcode 27 57-83 58935902

https://tommie.github.io/tools/matter-qr-decoder

8 | LinuxDays 2026 | 4. fijna 2026 Vaclav Steiner



Najdete rozdily?




Matter totiz neresi komunikacni protokol
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Sitova vrstva

-

Fyzicka a linkova
vrstva

\
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Matter over ...?

|
. . TIMMERFLOTTE temp/hmd sensor
* Wi-Fi

/

&
BILRESA sc;ﬂ'll wheel (103597000080B09T)

L

* Thread GRlLLF—‘LATSPf[R;:“‘: . i
A4 7 7 7 I--"-t--
« NavrZzeno pro malé, usporné pakety (6loWPAN) bl .
* 2,4 GHz pasmo, pozor... @
. ., 0t0abf3287126a37a8
* Vytvari mesh sit olfeSObacauTzs oo
OpenThread-e30d
* Role: @
* Leader (1)
. Router (az 32) MYGGEETT door'window sensor {1168005704636816725)
* Koncové zarizeni (az 511 per router)
* Border router (:/ Leader) KLIPPBOK water leak sensor
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Co potrebujeme pro Thread?

* OpenThread Border Router
* Fyzické zafizeni:

* Apple TV, Apple Home Pod, Google Home,
Amazon Echo Dot ...

* Softwarova implementace:
* https://github.com/openthread/ot-br-posix

* - https://hub.docker.com/r/openthread/border-
router

 USB dongle:

* Home Assistant Connect ZBT-2
* Sonnoff Dongle Plus MG24 || starSi ZBDongle-E
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Matter server + OTBR

docker compose

matter-server: otbr:
container name: matter-server container name: otbr
image: ghcr.io/matter-js/matterjs-server:latest image: openthread/border-router:latest

network mode: host network mode: host

rivileged: true
volumes: b g

environment:
- /mnt/docker/matter:/data
_ OT RCP DEVICE: "spinel+hdlc+uart:///dev/ttyUSBO?uart-
environment: baudrate=460800"

- PRIMARY INTERFACE=enol OT INFRA TF: "enol"
restart: always OT THREAD IF: "wpanO"
devices:
- /dev/serial/by-id/usb-XXX:/dev/ttyUSBO
- /dev/net/tun:/dev/net/tun
volumes:

- /mnt/docker/otbr:/data

restart: always
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stav k09/2026

2% matterdevices.io

MatterDevices.io
The Complete Matter Device List

Kd e N aj Ilt 782 Total devices
p O d p"? rOV,a n a © By Protocol
zarizeni? o o

Ethernet (29)

Bluetooth (552)

Thread Border Router (TBR) (27)
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Motivace se do toho pustit?

] 25. 6. 2026 0:56

Chapu to tedy dobre, Ze sice protokol jako takovy je otevieny a svobodny, ale
pokud si chci ubastlit vlastni senzor, tak mam smdlu, protoze PKI and stuff?




Jasne, ESP32!



+ esp32 esphome openthread howto
_ ReZzim Al =

Hledat Googlem Zkusim Stésti

@ Matter Alpha

https://www. matteralpha.com> €..

ESPHome 2025.6 adds OpenThread support

23. 6. 2025 — Create a new profile in the web Ul, and flash the demo code (please replace the
credentials with your own .) esphome: name: thread-c6




Co potrebujeme?

docker compose

° ESPHOme services:

esphome:
: aktual‘nl verze 202691 (309 2026) image: ghcr.io/esphome/esphome:stable
@ ESPHome Device Builder . containe r_name M esphome
Create and make your smart devices and automations .

privileged: true

Q Search devices... E B {} = Filters
network mode: host

4 devices | Select multiple

environment:

Bluetooth-proxy @ © B offline RFID 5 Offline

bluetooth-proxy.yaml rfid.yaml - ES PHOME_DASHBOARD_US E_P ING=true

SF . volumes:

- /mnt/docker/esphome/config:/config

vodomer Online wallbox-display ¢ © & Offline
vodomeryami wallbox-display.yaml - /etc/localtime:/etc/localtime:ro

B ; + B : restart: always

* ESP vyvojovou desku
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ESP vyvojové desky pro Matter
I P T ) S 7 M

ESP32-C3 RISC-V 160Mhz USB Serial//TAG ~ ~400 kB
ESP32-C5 RISC-V 240MHz 6(+5GHz) 5 Q (—) ~384 kB
ESP32-C6 RISC-V 160Mhz 5 @& USBSerialJTAG ~512kB
ESP32-H2 RISC-V 96Mhz (-] 5 @ USBSerialJTAG ~320kB
ESP32-S2  Xtensa 240MHz 4 © O ussoTG ~320 kB
ESP32-S3 Xtensa 240MHz (2c) 4 5 G USB OTG ~512 kB

— Joint Test Action Group

— podpora konzole/logy + debugging mikrokontroleru
—navic USB host (klavesnice, mys, kamera, flash disk)
potrebuje externi USB-UART a externi JTAG debugger
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Vyvojoveé desky pro testovani

ESP32-C6
Super Mini

ESP32-H2
Super Mini

e univerzalni
 Wi-Fi 6, Thread
* vysSSivykon

* nizka spotreba
e pouze Thread

cca 22x18mm, +$5.00
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ESPHome - sensor s BME280

* Teplota, vlhkost, tlak
* Google Chrome! (Web Serial API)

°* Create device =2 Create new project =2 Search
bo?rds... ESP32-C6 > Generic ESP32-C6 Board =2
Select

* Nazev: esp32c6-test
* Kontrola:

esp32:

variant: esp32c6
framework:

type: esp-idf
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ESPHome - sensor s BME280

* Prfidat pro OpenThread

network:
enable 1pv6: true

Secrets

openthread:
device type: FT
tlv: !secret thread_datasetggig:::>

* Odstranit Wi-fi

wifi:

captative portal:
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Active dataset z Open Thread Borderu

Home Assistant

OpenThread-e30d © €

1 hraniéni router

O‘T DpenThread BorderRouter #FB23 E
otBe99bacdfdf7fb23. local.

X OpenThread-e30d

MNetwork name: OpenThread-e30d

Channel: 18

Dataset |D: 071+
PAN ID: e30d

Extended PAN ID: b48d043c81e1b488

OTBR URL: http://192.168.100.250:8081

Active dataset TLVs:

Oel U
b A
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ESPHome - sensor s BME280

» Standardni konfigurace sensort
i2c:
sda: GPIO20 "CUART
s - WS2812 RGB LED & 3189 [0 FRIT
scl: GPIOI19 BT T O W e T s - S = EEEE
scan: true Luart Fewmd ios aoc b izc & sei B cr Beo | IR | €=t crzof sl Tiac ] 125§ PWM § UART |
Sensor : [ UART JPWM 3 125 § ADC § i2c 1 SPI ¥ GP3 B 2 €= criag spi i 125§ PWM § UART |
- platform: bme280 i2c LUARE Rpwmbias § aoc e spl B creeD g _ =R criad spi b2 125§ PWM I UART |
- [ UART_FPwmE i2s § Aoc bi2c T Spi Y GPs B =3 GPo § sl B i2c 1800T ¢ IS T PWM L UART |
address: 0x76 [ uart Eewm B 125 B oc T e §Gpy Res [T E=F cpa ¥ spi ¥ ic | 125 § PWM & UART |
temperature: [ UART 2 PWM 3 125 | L i2¢ ¥ SPi ] | O\ NCER T P S I T
name: "Thread Teplota" T £ W W TR R GP21 3 SPI_§ I2C_pepy 125§ PWM J UART
humidity:
" h d lhk " M Pin No. M spi W 12c W ADC B 125 B rwal H rwM B UART B Power B GND
name: "Thread V ost
pressure:
name: "Thread Tlak" zdroj: https://www.espboards.dev/esp32/esp32-c6-super-mini/

update interval: 30s
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E S P H O m e - S e n S O r S B M E 2 8 O :\Le:uweb.esphome.io se chce pfipojit k sériovému

cu.Bluetooth-Incoming-Port

cu.debug-console

USB JTAG/serial debug unit (cu.usbmodem101) - sparovano

* Tlac¢itko Install > Plug into this computer

* Zkompiluje se firmware

* ESP-IDF (zastarala verze 5.5.5), cmake, ninja, riscv32-esp-
elf, esp-rom-elfs

» Tlacitko Open USB flasher = web °
web.esphome.io =2 tlacitko Connect & install,
vybrat USB JTAG - Tlacitko Nainstalovat [moelmem e

222222222222222
ttttt
aaaaaaaaaaaaa

22222222222222222222222

* Po nahrani FW se automaticky otevre LOG
konzole E | R

rrrrrrrrrrrrr

1111111111

I
tal image si 6 bytes (.bin ma d larger)
o [= 1 .3% (used 109932 m 452 )
lash: [==== 1 .5% (used 815706 183! es)
0 Creating in..
eeeeeeeeeee : [config/.esphome/build/esp32cé-test/build/firmware.factory.bin
eated sphome/build/es / e.ot
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ESPHome - sensor s BME280

Logs - esp32c6-test

INFO ESPHome 2826.8.2

INFO Loaded validated config cache for esp32c6-test.yaml, skipping validation.

INFO Starting log output from fd72:a8@c:b818:1:a39f3:68b3:3148:e8a8 using esphome API

INFO Successfully resolved esp32cé-test @ fd72:a88c:b818:1:a9f3:68b3:3148:e8a8 1in 8.808s
INFO Successfully connected to esp32cé-test @ fd72:a8Bc:b818:1:a973:68b3:3148:28a8 in 8.165s
INFO Successful handshake with esp32cé-test @ fd72:a88c:b818:1:a973:68b3:3148:e8a8 in 8.324s
[11:58:52.516]1[I][app:151]: ESPHome version 2826.8.2 compiled on 2826-89-15 11:38:28 +8280
[11:508:54.490]1[I]1[app:158]: ESP32 Chip: ESP32-Cé revd.2, 1 corel(s)
[11:5@:54.498][C][logger:223]: Logger:

[11:58:54.498][C][] 23]:  Max Level: DEBUG

[11:5@:54.4981[C1[logger: Initial Level: DEBUG
[11:5@8:54. Log Baud Rate: 115288
[11:5@:54. Hardware UART: USB_SERIAL_JTAG
[11:5@8:54. Task Log Buffer Size: 768 bytes

[11:5@:54.
[11:5@:54.4911[C1[i2¢
[11:5@:54.4911[C]L
[11:5@:54.4911[C1[i2¢
[11:5@:54.4911[C]L

I2C Bus:

SDA Pin: GPIO28

SCL Pin: GPID19

Frequency: 58888 Hz

Recovery: bus successfully recovered
[11:5@8:54.4911[C1[1i2¢ . Results from bus scan:
[11:58:54.4911[C1[; Found device at address 8x76
[11:5@:54.491][C][bme280@ i2c.sensor:@24]:  Address: Bx76
[11:5@:54.491][C][bme28@.sensor:182]: BME28@:
[11:51:00.698][C]1[bme28@.5ensor:194]: IIR Filter: OFF
[11:51:00.691]1[C]1[bme28@.sensor:342]:  Update Interval: 3@8.8s
[11:51:60.691]1[C][bme28@.sensor:@17]:  Temperature 'Thread Teplota'

[11:51:80.6911[C1[bme28@.sensor:@171: State Class: 'measurement’
[11:51:80.6911[C1[bme28@.sensor:@17]: Unit of Measurement: '°C'
[11:51:8@.691]1[C][bme28@.sensor:@17]: Accuracy Decimals: 1
[11:51:80.6911[C][bme28@.5ensor:196]: Device Class: 'temperature’
[11:51:80.968]1[C]1[bme28@.sensor:198]: Oversampling: 1léx
[11:51:00.968]1[C]1[bme28@.sensor:@17]:  Pressure 'Thread Tlak’
[11:51:80.9681[C1[bme28@.sensor:017]: State Class: 'measurement’
[11:51:80.9681[C1[bme28@.sensor:@17]: Unit of Measurement: 'hPa'
[11:51:80.968]1[C][bme280.sensor:@17]: Accuracy Decimals: 1
[11:51:00.968]1[C][bme23@.sensor:196]: Device Class: 'pressure
[11:51:0@.968]1[C][bme280.sensor:2688]: Oversampling: 1é6x
[11:51:80.9691[C]1[bme280.sensor:@17]:  Humidity 'Thread Vlhkost'

[11:51:80.9691[C1[bme28@.sensor:@17]: State Class: 'measurement’

\ 4~ States | e’ . 4 ¥ Clear | ® Stop |

ool LG
Ukazka jesté zverze 2026.8.2
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Integrace s Home Assistant

* Pro pridani zarizeni Sifrovaci kliC
* V ESPHome, sekce api: =2 encryption: key:

‘a : Zarizeni - informace Senzory
esp32ch-test os
p32-ch .
Thread Teplota 241°C
ESPHome od Espressif a P
\gnorovat Plidat Firmware: 2026.8.2 (2026-09-15 11:38:20 +0200) @  Thread Tlak 985,5 hPa
MAC: 58:E6:C5:DD:917:10
&  Thread Vihkost 49,4 %

() EsPHome >

I Pridat do ovladaciho panelu
O Zobrazit Sifrovaci kli¢ :
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Ale tohle neni Matter!



Ale tohle neni Matter!



Priprava vyvojoveho prostredi

» Git, Python > 3.10 a dalsi nastroje

$ brew install python cmake ninja gn (/////
$ brew link --overwrite python@3.14

MacOS

S echo 'export
PATH="/opt/homebrew/opt/python@3.14/libexec/bin:$SPATH"’

>> ~/.zprofile
S source ~/.zprofile
* Espressif lol Development Framework (ESP-IDF)
» Oficialni SDK pfimo od vyrobce ¢ipu

* Kompilator/debugger, build system (CMake), FreeRTOS (4-9kB), ovladace
perifefii, sitové stacky, system utilites (OTA, power management, ...)

30 | LinuxDays 2026 | 4. fijna 2026 Vaclav Steiner



1. cast: ESP-IDF instalace

* Espressif loT Development Framework (ESp-IDF)
* https://github.com/espressif/esp-idf
* aktualniverze 6.1 (27.8. 2026)

Potfebujeme i submoduly
$ mkdir ~/esp; cd ~/esp k////////

S git clone -b v6.l1 -recursive https://github.com/espressif/esp-
1df.glit esp-1df-vo.l

S ~/esp/esp-idf-v6.1/install.sh
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ESP-IDF priprava
/ Pred kazdym buildénim!

$ source ~/esp/esp-idf-v6.l/export.sh

Checking "python3"

Checking "python"

Python 3.14.7

"python" has been detected

Activating ESP-IDF 6.1

Setting IDF PATH to '/Users/vaclavsteiner/esp/esp-idf-vé6.1'.

* Checking python version ... 3.14.7

* Checking python dependencies ... OK

* Deactivating the current ESP-IDF environment (if any) ... OK
* Establishing a new ESP-IDF environment ... OK

* Identifying shell ... zsh

* Detecting outdated tools in system ... OK - no outdated tools found

* Shell completion ... Autocompletion code generated

Done! You can now compile ESP-IDF projects.
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2. cast: ESP-Matter

* Espressif‘s SDK for Matter

* podpora CHIP (Connected Home over IP) 2 multiplatformni referenéni
implementace Matter protokolu. Velice nizkourovnovy a nepohodlny.

zjednodusené API (C++) pro Matter endpointy a clustery
ukazkove priklady

build skripty

prima integraci s ESP-IDF

pozadovana provazanost verzi

* Vyhoda: velké zjednoduseni, zadné slozité portovani CHIP na ESP,
vlastni podpory vyvojovych desek apod.
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ESP-Matter instalace
S cd A”/eSE) *////////// Ne rekurzivné!

S git clone --depth 1 https://github.com/espressif/esp-
matter.git

S cd es-matter

S git submodule update —--init —--depth 1
* Jen ESP32 platformu a nastroje pro dany OS

$ cd connectedhomeip/connectedhomeip

$ ./scripts/checkout submodules.py —--platform esp32 darwin —-
shallow

[ {ameba, android,asr,bl602,bouffalolab,ccl3xx 26xx,cc32x
X, darw1n esp32,genio, lnflneon linux, nrfconnect nuttx nx
D, qu,realtek rw61x Sllabs 51labs docker stm32, tellnk t
lzen,unit tests, webos} ...]
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ESP-Matter instalace

S ~/esp/esp-matter/install.sh

* pripadné

S ~/esp/esp-matter/install.sh --no-host-tool

* neinstaluje nastroje chip-tool apod. vhodné pro debug

* Néjaky prostorto zabira...
S du -hs ~/esp/*

2,7G esp-idf-vo6.1
6,0G esp-matter

/ Pfed kazdym buildénim!

S source ~/esp/esp-matter/export.sh
Setting ESP MATTER PATH to '/Users/vaclavsteiner/esp/esp-matter’
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Je libo GUI nastroje?

* Arduino IDE

* Matter over Wifi %
* Matter over Thread (via ESP-IDF)

* VSCode s ESP-IDF
* Rozsifreni ESP-IDF od Espressif
* ESP-IDF Installation Manager (https://dl.espressif.com/dl/eim/)

* ~/Library/Application\ Support/Code/User/settings.json
"idf.espIdfPath": " ~/esp/esp-idf",
"idf.toolsPath": "~/.espressif",
"1df.pythonBinPath":

"/ .opt/homebrew/opt/python@3.14/libexec/bin/python"

* Cmd(Ctrl)+Shift+P

* ESP-IDF: Set Espressif Device Target | ESP-IDF: Build your Project
* ESP-IDF: Flash your Project | ESP-IDF: Monitor Device
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Prvni Matter projekt



Struktura Matter projektu

muj projekt/

—— main/
-—— CMakeLists.txt — podruzny build skript
—— app malin.cpp — hlavni aplikace
—— app driver.cpp — ovladani HW
— app_priv.h — privatni deklarace
L idf component.yml — pripadné dalsi zavislosti
—— CMakelists.txt — hlavni build skript
—— partitions.csv — rozvrzenl flash paméeti
—— sdkconfig.defaults — spolec¢na, obecna nastaveni
—— sdkconfig.defaults.<target> ~ nastavenil per Cip (napt. esp32-c6, esp32-h2)

L — README.md
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Prvni build Matter projektu

* Ukazkovy priklad light

S cd ~/esp/esp-
matter/examples/light

S idf.py set-target esp32c6
S idf.py build
S #idf.py erase-flash

S idf.py -p /dev/cu.usbmodemlOl
flash monitor

Connected to ESP32-C6 on /dev/cu.usbmodemlO1:

Chip type: ESP32-Co6FH4 (QFN32) (revision v0.2)
Features: Wi-Fi 6, BT 5 (LE), IEEE802.15.4,
Single Core + LP Core, 160MHz, Embedded Flash 4MB
Crystal frequency: 40MHz

USB mode : USB-Serial/JTAG

MAC: 58:e6:ch:ff:fe:dd:91:10

BASE MAC: 58:e6:c5:dd:91:10

MAC EXT: ff:fe

Stub flasher running.
Changing baud rate to 460800...
Changed.

Configuring flash size...

Writing 'bootloader/bootloader.bin' at 0x00000000...
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Prvni build Matter projektu

* Ukazkovy priklad light

S cd ~/esp/esp-
matter/examples/light

S idf.py set-target esp32c6
S idf.py build
S #idf.py erase-flash

S idf.py -p /dev/cu.usbmodemlOl
flash monitor

1 Q Matter over Wi-Fi

W (1313) wifi:Haven't to connect to a suitable AP now!

Connected to ESP32-C6 on /dev/cu.usbmodemlO1:

Chip type: ESP32-Co6FH4 (QFN32) (revision v0.2)
Features: Wi-Fi 6, BT 5 (LE), IEEE802.15.4,
Single Core + LP Core, 160MHz, Embedded Flash 4MB

Crystal frequency: 40MHz

USB mode : USB-Serial/JTAG

MAC: 58:e6:ch:ff:fe:dd:91:10
BASE MAC: 58:e6:c5:dd:91:10

MAC EXT: ff:fe

Stub flasher running.
Changing baud rate to 460800...
Changed.

Configuring flash size...

Writing 'bootloader/bootloader.bin' at 0x00000000...
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Prvni problem

Nebo také pomoci
$ idf.py menuconfig

* Debugging konzole nereaguje na klavesnici...
* Pridat do sdkconfig.defaults.esp32c6

CONFIG _ESP_CONSOLE USB_SERIAL JTAG=y
$ rm sdkconfig

$ 1idf.py set-target esp32c6b < Generuje novy sdkconfig
$ idf.py build flash monitor

I

Ve skuteCnosti se vola
$ idf.py -D
SDKCONFIG DEFAULTS=,sdkconfig.defaults;sdkconfig.defaults.esp32co™

41 | LinuxDays 2026 | 4. fijna 2026 Vaclav Steiner




MUZeme pokracovat

» Konzole uz reaguje na klavesnici ©

> matter esp wifl connect SSID PASS
I (40512) chip[DL]: IPv4 address changed on WiFi station interface:

192.168.100.65/255.255.255.0 gateway 192.168.100.1
I (40512) chip[DL]: IPv4 Internet connectivity ESTABLISHED
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MUzZeme pokracovat

» Konzole uz reaguje na klavesnici ©

> matter esp wifi connect SSID PASS

I (40512) chip[DL]: IPv4 address changed on WiFi station interface:
192.168.100.65/255.255.255.0 gateway 192.168.100.1

I (40512) chip[DL]: IPv4 Internet connectivity ESTABLISHED
> matter onboardingcodes ble grcode

MT:Y.K9042C00KAO0648G00

\ 4

https://project-
chip.github.io/connectedhomeip/qrcode.html

Done
?data=MT:Y.K9042C00KA0648G00

> matter onboardingcodes ble manualpairingcode
34970112332

Done
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MUzZeme pokracovat

Od verze 2026.9

* Ted uz staci nacist QR kéd mobilem

Necertifikované prislusenstvi

¢ I’\atIVI’]I' aplikaCe (na |OS app DomécnOSt) Toto prislusenstvi neni certifikované
* Home Assistant = Nastaveni = Pfipojeni > Matter s s

spolehlivé a bezpecné fungovat.

- Pridat zarizeni

* Nebo vlozit PIN zarizeni rucneé Pres it

Chybové hlaseni je ocekavane... ‘

A A

* Do iOS app Domacnost uspesne pridano
° via Apple TV =" Nastavovani...

Vaclav Steiner
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Druhy problem

Prislusenstvi
nelze pridat

Je mozné, Ze prislusenstvi bude nutné pred
pfidanim do domacnosti restartovat.

* Do Home Assistant nepfidano ®
* Logy z ESP-IDF konzole? €
* Logy z Matter serveru

2026-09-17 10:07:00.997 INFO Controller~ndHandler Attestation finding (error):
TrustedAsTestCertificate PAA 6afd22771f511fecbfl1641976710dcdc31lal7l7e is a test/development
certificate; device presented a valid test attestation but production trust policy is in effect
2026-09-17 10:07:00.997 INFO Controller~ndHandler Attestation finding (info):
PaaTrustStoreTimeMismatch PAA was fetched at 2026-07-10T03:09:02.100Z which is after DAC
notBefore 2022-02-05T00:00:00.0007Z; cannot confirm PAA was in DCL when DAC was issued
2026-09-17 10:07:00.998 INFO Controller~ndHandler Attestation finding (info):
CertificationTypeTest Certification Declaration has certification type=0 (test)

2026-09-17 10:07:00.998 NOTICE Controller~ndHandler Attestation rejected: This device uses a
test/development certificate. To commission it, enable the "Test DCL" option in the settings —
only do this if you trust the vendor.
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Uprava Matter serveru

* vdocker-compose povolime testovaci zarizeni
environment:

- ENABLE TEST NET DCL=true

Informace o Matter A
ID uzlu: 61
Typ sité: Wi-Fi
* v Home Assistant konecné dostupne — Ronaaxkzatieer
Nazev sité:
MAC adresa: 58:e6:¢5:dd:91:10
IP adresy: fe80::5ae6:c5ff:fedd:9110
fdb4:8d04:3c81:b488:5ae6:c5ff:fedd:9110
192.168.100.65 k\
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A co Matter over Thread?

» Staci upravit sdkconfig.defaults.esp32c6

# Enable OpenThread # MDNS platform

CONFIG OPENTHREAD CONSOLE TYPE USB SERIAL JTAG=y CONFIG USE MINIMAL MDNS=n
CONFIG OPENTHREAD ENABLED=y
CONFIG OPENTHREAD SRP CLIENT=y

CONFIG OPENTHREAD LOG LEVEL DYNAMIC=n # Disable STA for ESP32C6
CONFIG OPENTHREAD LOG LEVEL NOTE=y CONFIG ENABLE WIFI STATION=n
CONFIG OPENTHREAD CLI=n CONFIG ENABLE WIFI AP=n

rm sdkconfig

1df.py set-target esp32c6
idf.py erase-flash

idf.py build flash monitor

# LwIP config for OpenThread
CONFIG LWIP IPV6 NUM ADDRESSES=8
CONFIG LWIP MULTICAST PING=y

Ur Uy U U
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Opravdu Matter over Thread!

Zarizeni - informace Ovladaci prvky

TEST_PRODUCT (32768) @

TEST_PRODUCT (@
od TEST_VENDOR —

Firmware: 1.0

Pfidat do ovladaciho panelu
Hardware: TEST_VERSION

Informace o Matter ~
Nastaveni
ID uzlu: 63
Typ site: Thread ﬁ Firmware Aktudlni
Typ zafizeni: Koncové zafizeni
Nézev sité: OpenThread-e30d «—  Chovanipfizapnuti .
= Piedchozi stav
MAC adresa: 22:¢8:25:46:d6:8h:74:a6
IP adresy: fd72:a80c:b818:1:2743:c78:a949:3073
-~ Uroven pfi zapnuti 64+
j."i" Matter >
——  Uroven pfi zapnuti 64C

|'_T'| Sdilet zarizeni
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Pojdme zkusit rozsireni



ESP32-H2 + LED péasek WS2812

* RGB pasek, externi 5V napajeni
» Ridici vodi& pasky pfipoijit k GPIO 8
» Stejny Matter priklad light

rm sdkconfig

idf.py set-target esp32h2
idf.py erase-flash

idf.py build flash monitor

Ur Uy Ur Ur
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ESP32-H2 + LED péasek WS2812

* RGB pasek, externi 5V napajeni
» Ridici vodi& pasky pFipojit k GPIO 8
» Stejny Matter priklad light

rm sdkconfig

idf.py set-target esp32h2
idf.py erase-flash

idf.py build flash monitor

Problém:
e svitijen jedna LED ze tficeti ®

Ur Uy Ur Ur

51 | LinuxDays 2026 | 4. fijna 2026 Vaclav Steiner



LED pasek - upravy

~/esp/esp-matter/device hal/led driver/backends/ws2812.c
+ #define STRIP_LED COUNT 30

esp err t led driver backend create(const led driver config t *config,
led driver backend t *backend) N N N

{
const led strip config t strip config = ({

.strip gpio num = config->gpio,

- .max leds = 1,

+ .max leds = STRIP LED COUNT,
.color component format = LED STRIP COLOR COMPONENT FMT GRB,
.led model = LED MODEL WS2812,
.flags.invert out = config->output invert,

}:
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LED pasek - upravy

esp err t led driver backend render (led driver backend t *backend, uintl6 t hue, uint8 t
saturation, uint8 t brightness) o B o o o

{
led strip handle t strip = (led strip handle t)backend->handle;

- esp err t err = led strip set pixel hsv(strip, 0, hue, saturation, brightness);
+ esp err t err;
+ for (int i = 0; i < STRIP LED COUNT; i++) {
+ err = led strip set pixel hsv(strip, 1, hue, saturation, brightness);
if (err != ESP OK) ({

return err;

+}

return led strip refresh(strip);
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Pozor na velmi aktivni vyvoj

* Cofungovalo v srpnu, nefunguje v zari...

* Drive device_hal/led_driver/ws2812/led_driver.c

* Komponenta led_strip Spatne pracovala s RGB. WS2812 je GRB.

* color component format = LED STRIP COLOR COMPONENT FMT GRB
* Kompletni refaktoring ovladace
*a © commit 4b6af289859el15763091dTT425a042e32T05015T
¢ Od 14-8- - 15-9- ~7O Commltu Author: Shu Chen <chenshu@Pespressif.com>

Date: Tue Sep 8 098:24:32 2026 +0000

Merge branch 'led-driver-refactor' into 'main’

device_hal/led_driver: refactor driver codes

See merge request app-frameworks/esp-matter!1659
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A jeste jedou BME 280



M atte I B M E 2 8 O Stejné zapojeni ESP32-C6 + BME280

SDA - GPIO 20, SCL - GPIO 19, 12C_ADDR - 0x76

Ukazkovy priklad sensors (shtc3 a pir pomocii2c)
S cd ~/esp/esp-matter/examples

$ cp —avR sensors bme280
Velké mnozstvi (22) zavislosti (button, led, strip, ...), odstranit z main/idf_componentyml

esp bsp generic:

version: "3

Odstranit z main/app_main.cpp volani factory_reset_button_register() +
#include <app reset.h>

Odstranit z /CMakelLists.txt fadek "${ESP_MATTER_PATH}/examples/common"
Pridat knihovnu pro bme280

S i1df.py add-dependency "espressif/bme280=*"

$ idf.py reconfigure ~

Pfida se do main/idf_component.yml
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Matter BME280 - dalsi upravy

— main/

— managed components/

| — espressif bme280/

| | L — include/bme280.h
| L espressif i2c bus/

| L— include/i2c bus.h
.

Ukazkovy ovladac shtc3 nelze pouzit Pomohl(a) Claude Al ©
* prevzit strukturu callbacku a timeru /
°* smazat main/drivers/pir{cpp,h} a main/drivers/shtc3.{cpp,h}
* podle bme280.h a i2¢c_bus.h vlastni kdd drivers/bme280_matter.{cpp,h}

* / main/app_main.cpp inspirace funkci temp_sensor_notification()

* Problém: existujici funkce pro zapis atributt (teplota, ...) vracely chyby
* err: 262 (ESP_ERR_NOT_SUPPORTED) —
* Matter stack to odmita pfijmout. Proc? L— Endpoint

o Ve . v s e WV, v . L uster
- Plvodni logika prevzata jesté z Zigbee ZCL [
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Atributy - pavodni logika

static void temp sensor notification(uintl6 t endpoint id, float temp, void *user data)

{
chip::Devicelayer: :SystemLayer () .ScheduleLambda ([endpoint id, temp] () {

attribute t * attribute = attribute::get(endpoint id,
TemperatureMeasurement: :1d, 3 soufadnice® k
TemperatureMeasurement: :Attributes: :MeasuredValue: :Id) ;

atributu v centralni
tabulce

esp matter attr val t val;
attribute::get val (attribute, &val);
val.val.il6 = static cast<intlo t>(temp * 100);

zmeéna

attribute: :update (endpoint id, TemperatureMeasurement::Id,
TemperatureMeasurement: :Attributes: :MeasuredValue: :1Id, &val); ‘

DI

update

* Nova architektura Data Model Interface (pMi)
* Robustnéjsi, vice moznosti, komplexnéjsi logika. Vice kodu a vétsi HW naroky.

* Clustery (skupina atribut(l, pfikaz( a udalosti) uz nejsou v jedné centralni tabulce
atributd

* Samostatné C++ objekty, kazdy si resi stav, reporting, ...
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Atributy - nova logika

static void temp sensor notification(uintl6 t endpoint id, float temp, void *user data)

{
chip::Devicelayer: :SystemLayer () .ScheduleLambda ([endpoint id, temp] () {

auto *iface = esp matter::data model::provider::get instance ()

.registry ()
.Get(chip::app::ConcreteClusterPath(endpoint_id,<j§i§§£§£§reMeasur%EEEEEEEED);

if (iface == nullptr) { return; }

auto *cluster = static cast<chip::app::Clusters::TemperatureMeasurementCluster *>(iface);
intl6o t value = static cast<intl6 t>(temp * 100);

CHIP ERROR err =(cluster->SetMeasuredValuei(chip: :app::DataModel: :MakeNullable (value));

(void)err;

1) ;

59 | LinuxDays 2026 | 4. fijna 2026 Vaclav Steiner



Konecne to funguje

* Konecne to meria posila data!
Zarizeni - informace Senzor

I (30749) bme280 matter: Temperature: y

20.44 degC, Humidity: 44.95 %, Pressure: TEST_PRODUCT (32768) B Teplota 004 °C

980.02 hPa od TEST_VENDOR ‘

I (60749) bme28OTmatter: Te?perature: Firmware: 1.0 @  Tiak 980,00 hPa

20.39 degC, Humidity: 44.98 %, Pressure: Hardware: TEST_VERSION

980.09 hPa &  Vihkost vzduchu 4536 %

I (90749) bm628o_matter . Temperature . Informace o Matter A

20.35 degC, Humidity: 45.19 %, Pressure:

980.11 hPa ID uzlu: 66 Pfidat do ovladaciho panelu

I (120749) bme280 matter: Temperature: Typ sité: Thread

20.40 degC, Humidity: 45.09 %, Pressure: Typ zafizent: Koncové zafizeni ]

980.03 hPa Nazev sité: OpenThread-e30d Nastaveni

v v . o MAC adresa: 52:65:08:43:9:38:82:80

¢ J e Ste J e d n a Ve C coe IP adresy: fd72:a80c:b818:1:dae:d3ea:30dd:h632 ﬁ Firmware Neznamy

s‘lk Matter > Pfidat do ovladaciho panelu
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Konecne to funguje

* Konecne to meria posila data!
I (30749) bme280 matter: Temperature: Zatizeni - informace Senzory
20.44 degC, Humidity: 44.95 %, Pressure: TEST_PRODUCT (32768) 8 Teplota 204 °C
980.02 hPa od TEST_VENDOR
I (60749) bme280 matter: Temperature: Firmware: 1.0 @  Tiak 980,00 hPa
20.39 degC, Humidity: 44.98 %, Pressure: Hardware: TEST_VERSION
980.09 hPa &  Vihkost vzduchu 4536 %
I (90749) bme280 matter: Temperature: Informace o Matter ~
20.35 degC, Humidity: 45.19 %, Pressure:
980.11 hPa ID uzlu: 66 Pfidat do ovladaciho panelu
I (120749) bme280 matter: Temperature: Typ sité: Thread
20.40 degC, Humidity: 45.09 %, Pressure: Typ zafizeni: Koncové zafizeni
980.03 hPa Nazev sité: OpenThread-e30d Nastaveni
- , MAC adresa: 52:65:08:43:9f:38:82:80
¢ VS e C h ny U ka Z ky IP adresy: fd72:a80c:b818:1:dae:d3ea:30dd:b632 ﬁ Firmware Nezndmy
¢ St eJ ny p arovaci /Q R kO d s‘lk Matter > Pfidat do ovladaciho panelu

« TEST PRODUCT/TEST VENDOR
* Firmware a hardware verze
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Vlastni parovaci kod

1. PIN + discriminator + kontrolni ¢islice = 11 znaku o
) . ) ) . PBKDF2 + elipt. krivky
2. PIN + SALT + iterace = zaSifrovany otisk (verlfler)/

$ SALT=S (openssl rand -base6d4d 24) pip install ecdsa
$ echo "SALT: SSALT" l
S /opt/homebrew/bin/python3 ~/esp/esp-

matter/connectedhomeip/connectedhomeip/scripts/tools/spake2p/
spakeZp.py gen-verifier -p PIN -s "S$SSALT" -1 ITERATION COUNT
* ProcC takto? Bezpecnost.

* Musi se pouzit oba zpusoby

* PIN z telefonu se neposila “vzduchem®.

* Verifier se zapisuje primo do firmware.

« SUl aiterace jako ochrana
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Vlastni parovaci kod

* sdkconfig.defaults.esp32c6
CONFIG CHIP PROJECT CONFIG="main/include/CHIPProjectConfig.h"

* main/include/CHIPProjectConfig.h

#define CHIP DEVICE CONFIG USE TEST SETUP PIN CODE 11995500
#define CHIP DEVICE CONFTG USE TEST SETUP DISCRIMINATOR OxFO0O0

#define CHIP DEVICE CONFIG USE TEST SPAKE2P ITERATION COUNT
1000

#define CHIP DEVICE CONFIG USE TEST SPAKE2P SALT "xxx"
#define CHIP DEVICE CONFIG USE TEST SPAKE2P VERIFIER "xxx"
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Jmeéno, nazey, verze

* main/include/CHIPProjectConfig.h

#define CHIP DEVICE CONFIG DEVICE VENDOR NAME "Vaclav Steilner"
#define CHIP DEVICE CONFIG DEVICE PRODUCT NAME "Matter BME280
Sensor"

#define CHIP DEVICE CONFIG DEFAULT DEVICE HARDWARE VERSION STRING
"1.0.1"

* CMakeLists.txt

set (PROJECT VER "1.0.4")
set (PROJECT VER NUMBER 10004)

rm sdkconfig

rm —rf build

idf.py set-target esp32c6
idf.py erase-flash

Uy Uy U U A

idf.py build flash monitor
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Takhle to ma byt &

Zarizeni - informace Senzory
Matter BME280 Sensor (32768) a Teplota 24,5 °C
od Vaclav Steiner
Firmware: 1.0.4 @ Tlak 98,60 kPa
Hardware: 1.0.1

®  Vihkost vzduchu 37,79 %
Informace o Matter v

Pridat do ovladaciho panelu
,“l"g Matter >
(1) sdilet zafizeni : Nastaveni

M  Firmware Aktualni
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Th re a d S Ilt’ WebUI matter-server :5580

Thread Network Mesh Search label, node id, or address Find Q@ & = & Il Node 67 o1:43 e X
Name: Matter BME280 Sensor
Vendor: Vaclav Steiner
.I Product: Matter BME280 Sensor
ot0abf3287126a37a8 Network: Thread

OpenThread-e30d

Status: Online
@ @

BILRESA scroll wheel (103597000080B097) THREAD NETWORK

MYGGBETT door/wintdow sensor (7843294728486466894)
@ e

Router: forwards traffic for other nodes in the
Thread mesh.

Thread version: Thread 1.4
8 Channel: 18

MYGGBETT door/window sensor (1168005704636816725)

TIMMERFLOTTE temp/hmd sensor Extended address: OE62650B91F380B1
cdf4f7tb23 ) . .
OpenThread‘e30d - 4 children Direct neighbors: 2
GRILLPLATS Rlug Routable destinations: 2

CONNECTIONS (2)

@ il Node 20 @1:14: GRILLPLATS Plug
Matter BME280 Sensor "™ Rssl: -28 dBm, LQI: 3, Bidir: 3, Cost: 1
KLIPPBOK water leak sensor

-Il ot8e99bacdf4f7fb23
RSSI: -77 dBm, LQI: 3, Bidir: 3, Cost: 1
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Posledni fail

* | sdkconfig.defaults.esp32c6 !

#CONFIG_ESP_CONSOLE USB_SERIAL JTAG=y
#CONFIG_OPENTHREAD CONSOLE TYPE USB SERIAL JTAG=y

...jinak to nebude fungovat bez PC ©
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Vase otazky?

vaclav@steinerovi.cz

https://www.vaclavsteiner.cz



Dekuji za
pozornost
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